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LNYh YU: -YOChI?O-F

Sanctions are restrictive measures that are put in place by countries, typically acting 
collectively, by international organisations (such as the United Nations) to ful:l one or more 
particular purposes. Those purposes commonly include•

; to coerce changes in behaviourq

; to constrain the ability to continue with offensive behaviourq

; to signal disapprovalq

; to protect misappropriated assetsq

; to prevent terrorismq or

; to maintain or restore international peace and security.

Several types of sanctions may be imposed, including but not limited to, arms embargos, 
travel bans, :nancial sanctions and diplomatic sanctions. This chapter focuses on :nancial 
sanctions as implemented in the Cayman Islands, together with Cayman-speci:c reporting, 
licensing and supervisory reOuirements.

Financial sanctions may take many forms and are developed in response to a given situation. 
The types of :nancial sanctions commonly used are•

; asset freezes• assets of sanctioned individuals or entities are frozenq

; restrictions• restrictions may be placed on a wide variety of :nancial markets and 
services, and can apply to named individuals or entities, speci:ed groups or entire 
sectors. These restrictions may include, but are not limited to•

; investment bansq

; restrictions on access to capital marketsq

; directions to cease banking relationships and activitiesq

; reOuirements  to  notify  regulators  or  seek  authorisation  before  certain 
payments are made or receivedq and

; restrictions on the provision of :nancial,  insurance, brokering, advisory 
services or other :nancial assistanceq and

; cessation of business• directions are given to certain individuals, entities or sectors 
to cease certain types of business entirely.

-YOChI?O- U:uIA:- IO D?UC: IO hN: CYWAYO I-HYOP-

The sanctions regimes in force in the Cayman Islands essentially mirror those imposed in 
the United Kingdom but with modi:cations reOuired for domestic implementation, including 
Cayman-speci:c competent authority, licensing, reporting and enforcement arrangements. 
As the Cayman Islands is a British 3verseas Territory, sanctions regulations made under 
the United Kingdom’s Sanctions and Anti-Money Laundering Act (the UK Regulations), as 
amended from time to time, are extended to the Cayman Islands by statutory instrument 
(3rder),  with the 3rder specifying any modi:cations reOuired for effective domestic 
implementation.
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3nce extended to the Cayman Islands under an 3rder, the UK Regulations have the force of 
law in the Cayman Islands and all sanctions designations made under UK Regulations and 
re4ected in the Sanctions List (UKSL) now published by the UK Foreign, Commonwealth and 
Development 3$ce have immediate effect in the Cayman Islands.

The Governor of the Cayman Islands is the competent authority for the implementation 
of :nancial sanctions in the Cayman Islands. Pursuant to the Governor’s delegation, the 
Cayman Islands Financial Reporting Authority (FRA) is responsible for carrying out certain 
functions with respect to the implementation of targeted :nancial sanctions.

In addition to the designations by the United Kingdom, the Cayman Islands has the 
capacity to promulgate domestic asset freeze targets and other restrictions pursuant to the 
Proliferation Financing (Prohibition) Actand the Terrorism Act via FRA directions, acting at 
the instruction of the Governor. No such domestic directions have been issued.

At the time of writing, the most active sanctions regime imposed by the United Kingdom 
and implemented in the Cayman Islands has been against Russia, as a response to Russia’s 
full-scale invasion of Ukraine in 2022.

According to an article published by the Cayman Compass in 3ctober 2028, more than €0 
boats, six helicopters and six aircraft have been deregistered, thanks to Cayman’s Russia 
sanctions task force. Financial institutions also declared about US1H.82 billion and “280.” 
million in frozen funds in compliance reporting forms sent to the FRA.]43

Sanctions issued by the US Department of the Treasury’s 3$ce of Foreign Assets Control 
(3FAC) do not have legal force in the Cayman Islands. jowever, exposure to 3FAC should 
be assessed as many Cayman Islands structures will have a US nexusq for example, US 
investors, US custodians or prime brokers, US securities, or transactions cleared through 
US :nancial institutions. As a result, US banks and other US intermediaries may apply 3FAC 
sanctions reOuirements and restrict or block certain Cayman Islands transactions.

LN? P? CYWAYO I-HYOP- -YOChI?O- YVVHW h?F

Cayman Islands sanctions apply to (”) all persons within the territory of the Cayman 
Islands and (2) all Cayman Islands persons (citizens, nationals and bodies incorporated or 
constituted under Cayman Islands law), wherever located on the globe, regardless of whether 
those persons are regulated by the Cayman Islands Monetary Authority (CIMA) or not.

In addition, persons regulated by CIMA are likely to fall within the de:nition of ?relevant 
:rm7 for the purposes of sanctions reporting obligations. Such persons are also likely to 
be sub5ect to obligations under the Cayman Islands’ Anti-Money Laundering Regulations-
(AMLRs) concerning designated person screening and identi:cation of assets to be frozen.

The penalty for not complying with sanctions obligations is potentially time in prison. 
Conviction on indictment carries a maximum of seven years’ imprisonment, a :ne, or both.

Sanctions are one of the most critical regulatory reOuirements to comply with but often one 
of the most di$cult to show evidence of compliance. The challenge is often how to prove 
a negativeq for example, how do you prove you are not dealing with a sanctioned person’s 
assets or making funds or goods available to a sanctioned person% These are Ouestions 
addressed below (see ?What should you do% – sanctions screening7).

CMUU:Oh U:uMHYh?UW :OXIU?OA:Oh
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The Cayman Islands is actively preparing for the Financial Action Task Force’s (FATF) :fth 
round of mutual evaluation. The inspection will be conducted by the Caribbean Financial 
Action Task Force (CFATF) in 202Y and will focus on effectiveness.

While the technical compliance aspect of the FATF review considers whether adeOuate 
laws and regulations are in  place,  ?effectiveness7  considers how well  countries are 
implementing laws, regulations and policies in line with FATF anti-money laundering 
(AML), counter-terrorist :nancing (CTF), counter-proliferation :nancing (CPF) standards, 
which include standards relating to the United Nations’ CTF and CPF sanctions (FATF, 
Recommendations 6 and Y).

A key effectiveness assessment measure for the FATF is whether a country can demonstrate 
there have been :nes, prosecution and enforcement of the law.

We are seeing increased CIMA activity with respect to inspections of entities that are 
registered or licensed with CIMA and are undertaking ?relevant :nancial business7, as 
de:ned in the Proceeds of Crime Act, to assess compliance with AML, CTF, CPF and 
related sanctions reOuirements. 3ther supervisory bodies falling within the FATF-designated 
non-:nancial businesses and professions cohort, such as the Cayman Islands Institute of 
Professional Accountants, conduct similar reviews.

Such inspections seek to demonstrate that the Cayman Islands is effectively enforcing its 
AML, CTF, CPF and related sanctions laws. jowever, it is important to reiterate that it is not 
5ust those undertaking ?relevant :nancial business7 who must comply with sanctions lawsq 
rather, it is persons undertaking relevant :nancial business who are sub5ect to additional 
obligations and scrutiny.

MOP:U-hYOPIOu -YOChI?O- :QV?-MU:

The UK Regulations and Cayman Islands sanctions prohibit•

; dealing with ?funds7 or ?economic resources7 owned, held or controlled, directly or 
indirectly, by a person or entity on the UKSL (a Designated Person)q

; making funds or economic resources available, directly or indirectly, to, or for the 
bene:t of, a Designated Personq and

; engaging  in  actions  that  directly  or  indirectly  circumvent  :nancial  sanctions 
prohibitions, such as•

; structuring transactions to hide links to Designated Personsq

; using mixing or tumblingq

; using layered walletsq or

; shell companies.

?Funds7 is interpreted widely and generally means :nancial assets and bene:ts of every kind, 
including (but not limited to)•

; cash, cheOues, claims on money, drafts, money orders and other paymentsq

; instrumentsq

; deposits with :nancial institutions or other entities, balances on accounts, debts and 
debt obligationsq
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; publicly and privately traded securities and debt instruments, including stocks and 
shares, certi:cates representing securities, bonds, notes, warrants, debentures and 
derivatives contractsq

; interest, dividends or other income on or value accruing from or generated by assetsq

; credit,  right  of  set-off,  guarantees,  performance  bonds  or  other  :nancial 
commitmentsq

; letters of credit, bills of lading or bills of saleq

; documents showing evidence of an interest in funds or :nancial resourcesq

; any other instrument of export :nancingq and

; virtual assets (or cryptoassets).

?Economic resources7 generally means assets of every kind, whether tangible or intangible, 
movable or immovable, which are not funds, but may be used to obtain funds, goods or 
services. These include but are not limited to•

; precious metals or stonesq

; antiOuesq

; vehiclesq and

; real property.

PIU:Ch YOP IOPIU:Ch ?LO:U-NIV ?U C?OhU?H

To assess whether funds or economic resources are owned, held or controlled, directly or 
indirectly, by a Designated Person, the ?UK :nancial sanctions general guidance7 issued by 
the 3$ce of Financial Sanctions Implementation (3FSI)]03 and the FRA’s Financial Sanctions 
Guidance of December 202” provide guidance as follows•

An entity is owned or controlled directly or indirectly by another person in any 
of the following circumstances•

the person holds (directly or indirectly) more than 90Q of the shares or voting 
rights in an entity

the person has the right (directly or indirectly) to appoint or remove a ma5ority 
of the board of directors of the entity

it is reasonable to expect that the person would be able to ensure the affairs 
of the entity are conducted in accordance with the person’s wishes

If you know, or there is reasonable cause to suspect, that funds or economic resources are 
owned or controlled directly or indirectly by a Designated Person, then the funds or economic 
resources should be frozen and reported to the FRA.

The term ?reasonable cause to suspect7 refers to an ob5ective test as to whether there 
were circumstances from which an honest and reasonable person should have inferred 
knowledge or formed the suspicion. Vou should not deal with the funds or economic 
resources or make them available to, or for the bene:t of, the Designated Person unless 
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there is an exemption in the legislation you can rely on or you have been issued a licence by 
the Governor.

With the evolution of technology, arti:cial intelligence (AI) and automation, in some cases 
it has become more di$cult to identify whether funds or economic resources are owned 
or controlled directly or indirectly by a Designated Person or whether funds and economic 
resources are being made available, directly or indirectly, to, or for the bene:t of, a Designated 
Person. In each case, caution needs to be exercised to ensure that sanctions screening can 
be conducted effectively before transactions proceed.

CYWAYO I-HYOP- DMOP-

The Cayman Islands continues to be a leading offshore 5urisdiction for the establishment of 
hedge funds and private eOuity funds, with a reported ”8,00H open-ended investment funds 
and ”Y,J”0 closed-ended investment funds regulated by CIMA as at the end of [” 2026.]–3 
We are seeing an increasing number of funds with investment strategies involving virtual 
assets, in some cases with a concentration in virtual assets of up to J9Q.

Recent amendments under the ]irtual Asset (Service Providers) (Amendment) Act 2026, 
the Mutual Funds (Amendment) Act 2026 and the Private Funds (Amendment) Act 2026 
clarify that the issuance of a digital eOuity token or a digital investment token (respectively) 
by a mutual fund or a private fund in accordance with the Mutual Funds Act and the Private 
Funds Act (a tokenised fund) does not render a tokenised fund a virtual asset issuer for 
the purposes of the ]irtual Asset (Service Providers) Act (the ]ASP Act), thus removing 
potential dual regulation of a tokenised fund under the ]ASP Act and the funds legislation. 
This clari:cation has paved the way for tokenised funds to be established in the Cayman 
Islands on a commercially certain footing.

As the funds market evolves and (”) the assets in which funds invest become more diverse 
and (2) shares in funds are tokenised, diligence with respect to sanctions obligations 
remains paramount. The sanctions screening undertaken needs to be kept under review 
to ensure it keeps pace with advancements in technology, new asset classes and market 
practice. Tokenised funds and other structures using blockchain-based ownership records 
should ensure that sanctions controls are capable of addressing wallet-level risk, secondary 
transfers, smart contract interactions and indirect exposure through prior transaction history.

Although this chapter focuses on asset-freeze-style :nancial sanctions, particular Cayman 
sanctions regimes may also include sectoral  restrictions,  trade-related restrictions, 
investment restrictions, restrictions on :nancial services, insurance, brokering, technical 
assistance or other prohibitions. Each proposed activity should therefore be checked against 
the speci:c sanctions regime applicable (for example, the relevant country, sector or 
technology). This is especially relevant to investment funds investing in commodities, energy, 
defence or dual-use technology.

XIUhMYH Y--:h-

The ]ASP Act provides the framework in the Cayman Islands for conducting virtual asset 
services with respect to virtual assets.

A virtual asset is de:ned in the ]ASP Act as•
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a digital representation of value that can be digitally traded or transferred and 
can be used for payment or investment purposes but does not include a digital 
representation of :at currencies.

The provision of virtual asset services as a business, in or from within the Cayman Islands 
(which includes the public issuance of virtual assets) is a regulated activity, reOuiring 
approval from and supervision by CIMA.

The term ?virtual asset service7, as de:ned under the ]ASP Act, means•

the issuance of virtual assets or the business of providing one or more of the 
following services or operations for or on behalf of a natural or legal person or 
legal arrangement –

”. exchange between virtual assets and :at currenciesq

2. exchange between one or more other forms of convertible virtual 
assetsq

8. transfer of virtual assetsq

€. virtual asset custody serviceq or

9. participation in, and provision of, :nancial services related to a virtual 
asset issuance or the sale of a virtual asset

Limb (e), above, would include support analogous to underwriting, acting as distributor, 
market-making etc as obtains on the securities side.

Custodians of virtual assets and virtual asset trading platforms are reOuired to hold a licence 
issued by CIMA, whereas other virtual asset service providers (]ASPs) and virtual asset 
issuers (where the issuance is a public issuance) reOuire registration only.

The sanctions implications of the Cayman Islands virtual asset regime include the following•

; ]irtual assets that constitute ?securities7 (such as tokenised funds) will be captured 
by the sanctions de:nition of ?funds7.

; ]irtual assets that are not ?securities7 for sanctions purposes will nevertheless almost 
certainly be ?economic resources7 for the purposes of the sanctions prohibition 
against dealing, etc, in the funds or economic resources of a Designated Person.

; Certain ]ASPs will now be caught within the sanctions de:nition of ?relevant :rm7 and 
so will have sanctions reporting obligations.

; There may be aspects of virtual assets that reOuire special consideration or may 
present particular challenges with respect to screening or detection of Designated 
Persons for the purposes of complying with the dealing prohibitions and the asset 
freeze reOuirement.

It is no longer the case that only the traditional :nancial services providers such as banks and 
fund administrators need to be aware of their sanctions obligations. Entities and individuals 
undertaking virtual asset services, tokenising assets and undertaking decentralised :nance 
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activities in the Cayman Islands all need to comply with Cayman Islands sanctions. 
Furthermore, as the traditional :nancial markets become less accessible to persons who 
are sub5ect to sanctions, alternative methods are being used as a means of accessing funds 
and economic resources – in particular, vigilance is reOuired with respect to virtual assets 
and decentralised structures.

XIUhMYH Y--:h- 5 PIU:Ch YOP IOPIU:Ch :QV?-MU:

Direct exposure to a Designated Person through virtual assets will occur when a person or 
entity has a clear, identi:able relationship with a Designated Personq for example, an entity 
transacts with a wallet address owned or controlled by a Designated Person.

Indirect exposure to a Designated Person may occur when virtual assets owned or controlled 
by a Designated Person pass through several persons or entities, or are mixed or tumbled, 
making it di$cult to trace their origin. Further, the increasing use of AI (and AI agents 
in particular) will demand increasingly sophisticated and robust sanctions processes and 
procedures to identify indirect exposure to Designated Persons.

A report issued by 3FSI in /uly 2029, ?Cryptoassets• Threat Assessment7 (the 3FSI Report) 
notes•

"ISndirect exposure to "Designated Persons (DPs)S can occur when•

; A cryptoasset :rm receives assets that previously passed through a 
DP’s wallets

; A cryptoasset :rm uses cloud services, software, or hardware from 
sanctioned 5urisdictions

; Smart contracts interact with exchanges or services in sanctioned 
5urisdictions

; Customers of cryptoasset :rms use ]irtual Private Networks (]PNs) to 
mask their true location and hide links to DPs

; Bene:cial ownership structures obscure links to DPs

; Trading systems inadvertently provide liOuidity to DPs

; DPs participate anonymously in Decentralised Finance (DeFi) protocols

; A nested exchange cluster of deposit T withdrawal wallets sits under 
one fully veri:ed customer account at a large, regulated cryptoasset 
exchange. The nested exchange markets itself as an independent 
service  offering  Ouick  swaps and minimal  "know-your-customerS 
checks.],3

LNYh -N?MHP W?M P?F

-YOChI?O- -CU::OIOu

Sanctions screening involves screening clients (and potentially transaction parties and 
accounts or wallets) against the UKSL.
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As well as the name of the client, screening must include the names of any bene:cial owners, 
controllers and related parties (such as authorised signatories) against the UKSL to ascertain 
whether there is anyone at the sanctions threshold with ownership or control.

In accordance with the AMLRs, ?bene:cial owner7 means•

the natural person who ultimately owns or controls the customer or on whose 
behalf a transaction or activity is being conducted and includes but is not 
restricted to –

”. in the case of a legal person other than a company whose securities are 
listed on a recognised stock exchange, a natural person who ultimately 
owns or controls, whether through direct or indirect ownership or 
control, ”0Q or more of the shares or voting rights in the legal personq

2. in the case of any legal person,  a natural  person who otherwise 
exercises ultimate effective control over the management of the legal 
personq or

8. in the case of a legal arrangement, the trustee or other person who 
exercises ultimate effective control over the legal arrangement.

Notably, this is a ”0Q threshold in the Cayman Islands. 3nce the ”0Q or more bene:cial 
owners have been con:rmed for AMLRs purposes, the entity can consider whether a 
Designated Person owns or controls the entity for sanctions purposes. The ownership limb 
generally refers to a person holding, directly or indirectly, more than 90Q of the shares or 
voting rights, but control may also be exercised through other means.]73 For investment 
funds, this analysis should consider not only investor ownership percentages but also voting 
rights, management shares, side-letter rights, general partner or manager control, nominee 
arrangements, and any other rights that may confer practical control.

As to virtual assets, note that the 3FSI Report states•

A UhopU is a single transaction between two addresses on a blockchain. 
Multiple hops create a chain of transactions.]R3

3FSI recommends that UK cryptoasset :rms scan a minimum of three to :ve hops in 
transaction history ?or until the cryptoassets reach an attributed service provider7. 3FSI 
?urges cryptoasset :rms to take a risk-based approach to compliance, considering relevant 
factors including counterparty risk, behavioural patterns and transaction history depth based 
on the number of hops7 and market standards.]83

If there is reasonable cause to suspect that a Designated Person directly or indirectly owns 
or controls funds or economic resources, then those funds and economic resources must 
become sub5ect to an asset freeze, without delay. This means that the funds cannot be 
transferred from the location they are in at the time the sanctions were discovered. The funds 
cannot be assigned, converted, charged, ?hopped7 or any other action that would change 
their ownership, location, character or possession.
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The ?relevant :rm7 or service provider should report information regarding the suspected 
Designated Person, assets that have been frozen and suspected breaches of :nancial 
sanctions to the FRA using the compliance reporting form. The service provider cannot deal 
with the assets or make funds or economic resources available to the Designated Person 
(or persons connected with the Designated Person).

The service provider may only deal with the funds or make the economic resources available 
to the Designated Person in accordance with a general or speci:c licence granted by the 
Governor of the Cayman Islands (generally in close cooperation with 3FSI) (see ?Licences7, 
below).

YMPIh hUYIH YOP P?CMA:Oh:P VU?C:PMU:-

Entities should ensure that they are able to produce an audit trail showing evidence that 
the screening occurred before the client was accepted, and either freOuently or periodically 
thereafter (this is an example of how to prove a negative in the sanctions context).

We recommend that entities have granular step-by-step sanctions screening procedures 
detailing actions to be taken on discovery of ?no matches7 (ie, there was no match of the 
screened names against the UKSL), ?true matches7 (ie, there is a match of the screened 
names against the UKSL) and ?false positives7 (ie, there was a match of the screened names 
against the UKSL but the analyst discounted this match because the client due diligence 
documentation held on :le veri:ed that this was not the same individual or entity as the 
Designated Person). The procedures should set out the detection and escalation process, 
as well as reOuire record-keeping with respect to how any decisions were made.

It is important that entities that have implemented automated software solutions understand 
how their sanctions screening software works, including, for example, the con:dence level 
at which sanctions screening will result in a match to a name of a Designated Person and 
the application of fuzzy logic (ie, where there are misspellings or variations on the spelling 
of a name).

HIC:OC:-

An entity may only deal with funds or make economic resources available to a Designated 
Person in accordance with a general or speci:c licence granted by the Governor of the 
Cayman Islands (generally in close cooperation with 3FSI).

For general licences, a general notice is issued to industry.]B3

For speci:c licences, an application must be made to the FRA and must fall within one or 
more speci:c grounds stipulated in the sanctions regimes via the prescribed form.

Some common licensing grounds for obtaining a licence under the sanctions regimes are•

; basic needs of a Designated Person, and in the case of an individual any :nancially 
dependent family membersq

; reasonable professional fees and disbursements for the provision of legal servicesq

; routine maintenance of frozen funds or economic resourcesq

; extraordinary expensesq

; prior obligations under a contract or pre-existing 5udicial decisions that arose prior to 
the designation of the personq and
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; humanitarian assistance activity.

YPPIhI?OYH U:[MIU:A:Oh-

:OhIhI:- -Mf1:Ch h? YOhIEA?O:W HYMOP:UIOu U:uMHYhI?O-

Entities undertaking ?relevant :nancial business7 in the Cayman Islands for the purposes of 
the AMLRs, including those that are registered or licensed by CIMA and any other entities 
within the scope of the AMLRs or supervised by another Cayman supervisory authority, must 
ensure that they have documented internal policies, procedures and controls for AML, CTF, 
CPF and sanctions compliance (this includes sanctions screening procedures).

Cayman Islands AML, CTF, CPF and sanctions training should be undertaken by relevant 
persons at least once a year and more freOuently where appropriate, based on the entity’s 
risk pro:le. The training should be evidenced and recorded in a register.

The governing body of the entity should demonstrate through reports that it is aware of the 
entity’s sanctions exposure (for example, sanctioned investors or assets in a fund context, 
indirect interaction with a sanctioned wallet in a virtual asset context) and any mitigating 
controls (ie, freezing).

Entities must evidence that an entity-wide risk assessment of AML, CTF, CPF and related 
sanctions has been conducted, which has guided their implemented AML, CTF and CPF 
framework, including mitigating controls. For example, if a greater portion of an entity’s 
customers are in South China, which is near North Korea (a country that is sub5ect to 
sanctions), then the entity would likely consider real-time (automated) or daily sanctions 
screening solutions depending on the type of business being conducted.

:OhIhI:- O?h -Mf1:Ch h? YOhIEA?O:W HYMOP:UIOu U:uMHYhI?O-

For entities that are not undertaking ?relevant :nancial business7, are not regulated by CIMA 
or other supervisory body, and do not have to comply with the AMLRs but still have to comply 
with Cayman Islands sanctions, maintaining evidence that sanctions screening has been 
undertaken, together with any escalation measures taken, remains important in the event of 
any prosecution.

C?OCHM-I?O

All Cayman Islands persons are sub5ect to applicable sanctions, whether those persons 
are regulated by CIMA or not, and whether those persons are carrying on relevant :nancial 
business or not. Sanctions compliance is a complex area that is ever-evolving, whether due 
to the introduction of new sanctions, changes in the licences available, or developments in 
the technology and types of assets involved in :nancial transactions.

:OPO?h:-
]43 https•TTwww.caymancompass.comT2028T”0T2€Trussia-sanctions-task-force-makes-
huge-progress-in-cayman.
]03 https•TTwww.gov.ukTgovernmentTpublicationsT:nancial-sanctions-general-guid
anceTuk-:nancial-sanctions-general-guidance (updated ”2 May 2026).
]–3 https•TTwww.cima.kyTinvestment-statistics.
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],3 3$ce of Financial Sanctions Implementation (3FSI), ?Cryptoassets• Threat Assessment7, 
pp.””, ”2.
]73 See the Cayman Islands Financial Reporting Authority’s Financial Sanctions Guidance of 
December 202”, referred to above.
]R3 3FSI, ?Cryptoassets• Threat Assessment7, supra note €, p.”2.
]83 ibid.
]B3 For example, General Licence – Russian 3il Exempt Pro5ects – GL20290008 – ”Y March 
2026, https•TTfra.gov.kyTgeneral-licence-russian-oil-exempt-pro5ects-gl20290008-”
Y-march-2026.
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